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Hash Functions

Hash Functions

@ Symmetric cryptography:
Stream ciphers, Block ciphers, Hash functions
@ Hash functions:
e Given a message M of arbitrary length, a value H (M) of
fixed length ¢, is returned
e Many applications: MAC’s (authentification), digital
signatures...
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Hash Functions

Security Requirements of Hash Functions

@ Collision resistance:

e Finding two messages M and M’ so that H(M) = H(M')
must be "hard"
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Hash Functions

Security Requirements of Hash Functions

@ Collision resistance:

e Finding two messages M and M’ so that H(M) = H(M')
must be "hard"

@ Second preimage resistance:

e Given a message M and H (M), finding another message
M’ so that H(M) = H(M') must be "hard"
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Hash Functions

Security Requirements of Hash Functions

@ Collision resistance:

e Finding two messages M and M’ so that H(M) = H(M')
must be "hard"

@ Second preimage resistance:
e Given a message M and H (M), finding another message
M’ so that H(M) = H(M') must be "hard"
@ Preimage resistance:

e Given a hash H, finding a message M so that H(M) = H
must be "hard"
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Hash Functions

Security Requirements of Hash Functions

@ Collision resistance:

e Finding two messages M and M’ so that H(M) = H(M')
must be "hard"

@ Second preimage resistance:
e Given a message M and H (M), finding another message
M’ so that H(M) = H(M') must be "hard"
@ Preimage resistance:

e Given a hash H, finding a message M so that H(M) = H
must be "hard"

/ @ Remark: We never say impossible
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Hash Functions
The ESSENCE Hash Function

Security Requirements of Hash Functions

A strict definition of "hard":
@ Collision resistance
e Generic attack needs 27/ hash function calls
= any attack requires at least as many hash function calls
as the generic attack.
@ Second preimage resistance and preimage resistance
e Generic attack needs 27 hash function calls
= any attack requires at least as many hash function calls
as the generic attack.
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Hash Functions

SHA-3 Competition [NIST]

@ Attacks against MD5, SHA-1,...
@ Confidence in SHA-2 (standard) undermined
@ Need of SHA-3: NIST has launched a public competition
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Hash Functions

SHA-3 Competition - Candidates

@ 64 submissions (October 2008)
@ 51 first round candidates
e ESSENCE

@ 14 second round candidates (July 2009)
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Hash Functions

Merkle-Damgard

@ Merkle-Damgard is an often used construction

e Split message M into message blocks My, My, ..., M, of
fixed size m

e If M, is not bit enough extend it to m bits: padding

@ H; are the intermediate chaining values

e If the one-way compression function C is collision resistant,
then so is the hash function

Mo M M, M; M,
Hy Hy Hy Hi—y H;  Hp_ Hy (fnalic
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Hash Functions

Davies-Meyer

@ Davies-Meyer is a method to construct a secure one-way
function from a block cipher E
e Secure under the “black-box” model (the block cipher has
the required randomness properties and the attacker
cannot use any special properties or internal details of E)
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The ESSENCE Hash Function

The ESSENCE Hash Functions
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The ESSENCE Hash Function

ESSENCE [Jason W. Martin]

@ First round candidate of the SHA-3 competition
@ Bases on feedback shift registers

@ over 32-bit words for ESSENCE-256/224
@ over 64-bit words for ESSENCE-512/384

@ Message block: 8 words
@ Chaining value: 8 words
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Hash Functions
The ESSENCE Hash Function

Attack or 1=

Structure

@ Merkle-Damgard tree

o A leaf hashes a fixed number of message blocks using MD

e The inner nodes are combined again by MD

e The height of the trees depends on a changeable
parameter

e The roots are combined with a final block containing the
message length

@ Davies-Meyer construction for the compression function
My M, M, M,
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The ESSENCE Hash Function

Block Cipher of the Compression Function

chaining value message

32x clocked

@ F: bitwise non-linear function
@ L: linear function on the whole word

% @ 32 reversible steps
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Attack on Essence

Attack on ESSENCE
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Attack on Essence

Principle

@ Collision in compression function
@ Using a differential path

A
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Attack on Essence

Differential Path - General

@ For iterative structures

@ Let Z;, Z/ denote the states after i (out of N) iterations
starting from 2, Z;
o Consider differences Aj=Z; @ Z/ for0 < i< N
e Transition from A; to A;, 1 with certain probability

@ Finally we want no difference in the chaining value
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1 Functions
Function

Essence
lu

Differential Path

pr.  chaining value message pr.
M|

Differences:

O no difference
B «

m (=L(a)

E unknown

Probabilities:

Condition:

aVEVLB)=aVvp
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Hash Functions

Function
Essence
Conclusion

Exact Complexities

@ Probabilities based on Hamming weight (HW)
underestimates the real complexity of the attack:
e e.g. a 1 bit difference has probability 2-84 to pass the 7
steps of F, and not 2-7 as we would guess from the HW
@ For accurate estimates consider the whole path bitwise
o Possible differences: («j, 5, i) with 0 </ < 32/64 and
B = L(e) and v = L(P)
e Have to test 23 values for each each («;, 3, v:)

01234567 8 91011121314151617181920212223242526272829303132
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Attack on Essence

Probability of Complete Path - Bitwise

@ Bitwise probability, independent of «

(e, Biy7i) | (0,0,0) (0,0,1) (0,1,0) (0,1,1)
probability 1 0 295  2-91

(e, Bisvi) | (1,0,00 (1,0,1) (1,1,0) (1,1,1)
probability | 2-244 0 0-28° o926

@ Gives two conditions for a:
e ~aN-JAy=0
e aN—-FAy=0

a
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Conclusion

Complexity of Complete Path

@ Complexity for the a’s used in our attack:

differential path
left right
067.4 02406 0128

generic method

ESSENCE-256

ESSENCE-512 || 21347 24789

2256

@ About 2154 pairs pass the whole path for ESSENCE-256
(2371 for ESSENCE-512)
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1 Functior
The ESS C Func

Essence
lu

Idea: Computing the Middle Part

pr.  chaining value message pr.
]

Differences:
O no difference

s 3—La)

E unknown

Probabilities:

Conditions:
“aAN-BAy=0

N , , aA-BAyYy=0
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The ESSENCE

Strategy of the Attack

@ Compute many pairs that fulfill the middle part (step 8-17)

@ Search among those one message pair that passes the
rest of the path (step 0-8 and step 17-32)

@ Try different chaining values (random starting messages)
with our message pair to find a collision
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The ESSENCE H

sh Function

Attack on Essence

Conclusion

Computing the Middle Part

8| XoP« X1 Xo X3 X4 X5 Xs X7

9 X1 Xo X3 X4 X5 X6 X7 Xg D«
10 Xo X3 X4 Xs5 Xg X7 XsDa | xg®f
11 X3 X4 X5 Xe X7 Xg@a | Xg@ [ X10
12 X4 X5 X6 X7 XgPDa | Xgd [ X10 X114
13 X5 X5 X7 XgDa | Xg D[ X10 X11 X12
14 Xe X7 Xg D a | Xg D 153 X10 X11 X12 X413
15 X7 XgDa | Xg®B | X0 X11 X12 Xi3 X14
16 | xgeDa | X9®B | X0 X11 X12 X13 X14 X5
17 || X © X10 X11 X12 X13 X14 X5 | X1 ®

@ Let ¢ be the word size (32 or 64), § = L(«), v = L(B),

s=lavalandS={i:a;Vvp =1}
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Attack on Essence

Computing the Middle Part - Bit Level

@ For all bit-difference («j, 5j,7i), 0 < i < 32/64:
e Store bit-tuples (x1, ..., X15); passing F in the middle part:

e.g.: F(xz, X3, Xa, X5, X6, X7, Xg )i = F(X2, X3, X4, X5, Xg, X7, XgDv);

o Better: Store only those tuples which have a possibility to
pass the rest of the path
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The ESSENCE

Computing the Middle Part - Bit Level

@ For all bit-difference («j, 5j,7i), 0 < i < 32/64:
e Store bit-tuples (x1, ..., X15); passing F in the middle part:

e.g.: F(xo, X3, X4, X5, X6, X7, Xg )i = F(Xo, X3, X4, X5, Xg, X7, XgDv);

e Better: Store only those tuples which have a possibility to
pass the rest of the path

@ Number of tuples depending having the bit-differences:

(Q,7ﬁ,7,)‘(0.01) (O~10) (011) (100) (101) (110) (111)
0 96 128 96 120 96 176
better 0 96 128 2 0 4 2

@ Number of possibilities to choose (x1, ..., X15);, i € S:

N, = 2leA=BA=v] s glonBA=y]y gglmarBA=T]y planBl 1 0glmanBAY]
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Attack on Essence

Computing the Middle Part - Fix s Bits

s bits fixed s bits fixed
~~
L( X7 ) = X0 ®xg D F(Xq, X2, X3, X4, X5, Xg, X7 )
s bits fixed s bits fixed
~
LL xg ) = X1 ©&X & F(x2, X3, Xa, X5, Xg, X7, Xg D o)
s bits fixed s bits fixed
~
L x9 ) = X @x90®F(x3, X4, X5, X5, X7, Xg D, g & B) Dy
s bits fixed s bits fixed
~~
L( xo ) = X3 &X1©F(Xg, X5, Xg, X7, Xg D o, X9 © B, Xq0)
s bits fixed s bits fixed
~~
L xgq ) = X ©x5®F(Xg ® o, xg ® B, X0, X1, X125 X13, X14)
s bits fixed s bits fixed
~~
L x5 ) = XxigDxg ®F(xg B, X0, X1, X12, X13, X14, X15)
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Attack on Essence

Computing the Middle Part - Linear Systems

@ We have 7 linear systems dependingon a, 8 < < 14
L(x;) = R;

@ x; and R; have together

e 2/ bits (¢ is the word length)
@ 2s bit fixed

@ L gives ¢ equations
@ Probability of a solution 2-(25—4) if the system has full rank
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The ESSENCE

@ The position of the fixed bits is given by S

@ Using Gauss elimination we find 2s — ¢ equation which
must be satisfied to have a solution

@ Order the 7(2s — ¢) equations depending on the variables
they contain, so that changing the variables in the later
equations has no influence on the results of the first ones
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Hash Functions
Function
Essence

Conclusion

Computing the Middle Part - Finishing

@ After solving the linear systems we have
o In x;,A; all bit fixed, 8 <j < 14
e In xq,..., X7, X;5 we have s bit fixed
@ In xp, Xy NO bit fixed
@ Selecting the ¢ — s free bits of x7 allows us to determine all
the other free bits
= For each solution of the linear systems we have 2~
solution for the middle part for free

@ In average, we find a solution for xg, . . ., x4 in less than
one call to the compression function
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The ESSENC

Conclusion

Final Complexity

@ To find the optimal «

@ ESSENCE-256: Test all possible «
© ESSENCE-512; Testall o’s with HW < 8
(limitation on the left side)

differential path | generic method
left right

ESSENCE-256

ESSENCE-512 || 21347 21161

2256

067.4 062.2 0128
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Attack on Essence

Semi-Free-Start Collision on 29 rounds

Tnital valuss for nfial values for K
20741765 BAZBAIAL 343A4DCS 54204082 29200631 80095134 D23020E1 S0SBATER 4CD35806 4759FBED IED267ES 17641536 BEIFISED Dr126545

round diferences round Gifterences

0 T T T o T T 0| 0 [sotozonn SaEviER T o T T

1 0 0 0 0 0 0 0 80102040 | 1 |s37874E8 0 0 0 0 0

2 0 0 0 0 0 0 80102040 of 2 o 0 0 0 0 0 80102040

3 o o o 0 0102080 o of 3 o o o o 0 80102000 o

a o o o 0 0102080 o o of & 0 0 0 0 0102000 o 0

5 o o 0 so102040 o o o o s 0 0 0 0102000 ] 0 0

6 o 0 s0102040 o o o o o| & 0 0 50102040 o 0 0 0

7 0 50102040 o 0 0 0 0 of 7 0 50102040 0 0 0 0 0

8 | 80102040 0 0 0 0 0 0 o| 8 |so1020a0 [ 0 0 0 0 0

9 0 0 0 0 0 0 0 of o ] 0 0 0 0 0 o

10 0 0 0 0 0 0 0 of 10 o o o o o 0 80102000

11 o o 0 0 0 0 0 of 11 0 0 0 0 0 80102010 537874EB

12 o o o o o o o of 12 o o o 0 0102080 s37874ER o

18 o o o o o o o of 13 0 0 0 0102040 537874E: o 0

14 o o o o o o o of 14 o 0 0102000 s37874ER 0 o

15 o o o o o o o of 15 0 50102000 53787488 o 0 0 0

16 0 0 0 0 0 o o o 16 |s0102000 53787088 [ 0 0 0 0

17 0 0 0 0 0 0 0 80102040 | 17 | 53787488 [ 0 0 0 0 o

18 0 0 0 0 0 0 80102040 of 1 o 0 0 0 0 0 50102040

19 0 0 0 0 0 80102040 0 of 19 0 0 0 0 0 80102040 ]

20 0 0 0 0 80102010 o o| 20 o o o 0 80102000 ]

21 o o 0 010200 o o o of a1 0 0 0 0102000 o 0 o

2 o 0 0102040 o o o o of 22 0 o o o 0 0 0000040 | 22

23 0 so102040 o o o o o o = 0 80102000 ] 0 0 0 50000040 38C32415 | 23

24 [ 80102040 o o o o o o o 24 |s01020a0 o 0 0 0 50000040 38C32415 3m50RAEF | 24

25 0 0 0 0 0 0 0 o 25 0 0 0 0 50000040 38C32415 3BSOEAEF ESFI38FB | 25

26 0 0 0 0 0 0 0 0 0 0 0 50000040 38C32415 3BSOEAEF ESFI38FB DSOEGECA | 26

27 0 0 0 0 0 0 0 of 27 0 0 §0000040 38C32415 3BSOEAZF ESFI3EFB Bca si9zcooo | 27

28 0 0 0 0 0 0 0 of 28 0 80000040 38C32415 E9F736F8 DSSEGRCA S19ECDS0 8199374 | 28

2 o o o o o o 0 0| 20 |eoo000a0 3ec3zars 3msoeaEr DS9ZGACY 519ECDS0 £199374F 1892997 | 29

30 o o o o o o 0 000000 | 30 |3ec3za1s 3msoaer EsF7iere 1920090 8199374F 30

31 o o o o o 0 0000040 102040 | 31 | 3830EAEF EoF73eFe c 2199374F 1898997 31

E o o o o 0 50000040 102040 3336bAcE | 32 | E9r73mrs pssmasce 519EcDSD 1838397C_ ATEFS1ES £
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Conclusion

Conclusion
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Conclusion

Conclusion

e Complexity:
o ESSENCE-256: 2574
o ESSENCE-5712: 21347
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Conclusion

Conclusion

e Complexity:
o ESSENCE-256: 2574
o ESSENCE-5712: 21347

e Why does the attack work?

Message precessing is independent of chaining value
e Precompute low probability part

e Efficient solving of linear system

e Exact probability by considering the bit path

e Reduced cost by considering the whole path
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