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A s with mobile devices when they reached 
3G/4G connectivity, online social networks 
are now in the middle of a boom. Social 

network platforms provide a convenient human-
machine interface for Internet users, making it 
simple to share unlimited-format information 
(such as photos and videos) with friends any-
where and anytime. Additionally, users can enjoy 
real-time and free chats with others, post the lat-
est status updates/check-ins, and express opin-
ions about current social hot spots. Since social 
networking’s introduction, we’ve seen several 
hugely successful platforms emerge (including 
Facebook, Twitter, and Instagram).

When surfing on such platforms, most users 
are unaware of the platform’s privacy issues, but 
actually, users’ social network privacy is impor-
tant.1 Some sensitive information — such as a 
personal preference, profile, and shared photos —  
could be leaked to others who aren’t granted 
access rights, if the social media service provider 

doesn’t take great precautions to protect access 
control. It’s undeniable that most social network 
platforms aim to preserve their clients’ privacy as 
much as they can. For example, Facebook sup-
ports personal privacy and security settings so 
that a user can control which kinds of informa-
tion others can read or see. However, at least to 
some extent, most social network platforms are 
unable to protect users’ privacy perfectly.

Thus, in this Spotlight article, we focus on an 
interesting privacy issue, which we call deletion 
delay, on photo sharing. We investigate some 
widely used online social network platforms 
(including Facebook, Instagram, Twitter, Tumblr, 
Flickr, and MySpace) and show how users indeed 
suffer from the deletion-delay phenomenon in 
not only single-platform but also cross-platform 
settings. In a single-platform scenario, someone 
can still access a posted photo’s URL even after 
the user deletes the photo. In a cross-platform set-
ting, a photo posted in an initial platform might 
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be shared to a destination platform. 
However, the photo’s access/sharing 
link that’s shown in the destination 
platform is still available even after 
the user removes the original photo. 
Most wouldn’t see this deletion delay 
as a prohibitive problem if the delay 
was only a few minutes. But actually, 
what we saw in our investigation is 
that for some social network plat-
forms, the deletion delay could be a 
few days or even a few weeks.

Photo-Sharing Deletion 
Delay
Before we proceed in our investigation 
of deletion delay, let’s look at some 
basic operations that we might use in 
an online social network platform.

•	 Post/share photo. A social net-
work platform lets users post pho-
tos via their registered accounts 
by uploading the photos and then 
clicking the “Post” button. Take 
Facebook as an example — before 
posting photos, the photo’s owner 
can manage and access a control 
list, so that he/she can limit who 
has access to the photos. If the 
owner chooses “Friends” in the 
list, only his/her Facebook friends 
are granted photo access rights. 
Most popular social network plat-
forms, such as Instagram, leverage 
a similar access control mecha-
nism to manage the sharing of 
photos/posts.

•	 Obtain URL of photo. After someone 
posts a photo, those with permis-
sion to see the photo can copy the 
photo’s URL by right-clicking on 
the photo and then selecting “Copy 
image URL.” This approach is appli-
cable to lots of social network plat-
forms, including Facebook, Twitter, 
Tumblr, and MySpace. But for Ins-
tagram and Flickr we need to right-
click on the webpage containing the 
photo, and select “Inspect element” 
to obtain the photo’s URL from the 
HTML source code. It’s not diffi-
cult to obtain the URL using this 

approach, because many browsers 
(for example, Google Chrome) let 
you access the webpage’s source 
code.

•	 Delete photo/post. The user (poster) 
can delete his/her photos/posts at 
any moment by easily clicking the 
“Delete” button.

Most online social network users 
think that their photos “disappear” 
immediately after being deleted. 
However, this isn’t true. According to 
our investigation, the aforementioned 
online social network platforms 
(except Twitter) have a delay of dele-
tion that lets us re-access the deleted 
photo via either its URL or its sharing/
access link.

Deletion Delay on Photo Sharing: 
Single Platform
After deleting a posted photo in a 
social network platform, we can still 
gain access to it by opening its URL 
in a browser. This might be against 
a person’s will. For example, let’s say 
a friend tags a user in an embarrass-
ing photo, but even after the photo 
is deleted, others can still access it. 
Actually, Jacqui Cheng2,3 and oth-
ers4–7 have already reported this 
type of privacy risk happening with 
Facebook. Multiple sources8,9 have 
noted privacy concerns about delet-
ing posts from Facebook, including 
Chris Crum,10 who brought up a gen-
eral concern about photo deletion in 
some social network platforms. When 
Cheng2 pointed out that this risk 
existed on Facebook and Instagram, 
she also reported that a spokesperson 
for Facebook said it would shorten 
the delete-delay period to 30 days, 
and she noted that Instagram had a 
shorter delete-delay period. However, 
Cheng only investigated Facebook 
and Instagram (in a single-platform 
photo-sharing setting). We’ve looked 
at this issue more comprehensively, 
and in addition to these two plat-
forms, we state that MySpace, Flickr, 
and Tumblr suffer from the same 

risk. But as far as we know, Twitter 
is immune from any deletion-delay 
problems.

As others have noted,2,3,6 these 
platforms mainly incur deletion 
delay because of their content deliv-
ery networks’ (CDNs’) complex inter-
actions. It seems that eliminating 
this “flaw” becomes the technical 
bottleneck for most existing online 
social network platforms. With this 
in mind, later we’ll introduce some 
possible countermeasures for tack-
ling the problem. But first, let’s look 
at the methodology that led to our 
findings.

Methodology. We set about inves-
tigating the deletion delay for the 
aforementioned social network plat-
forms, to figure out how long a 
photo “really disappeared” after its 
deletion. The following is our meth-
odology: first, we post a photo in 
a platform, copy its URL, and then 
delete the photo. We further calculate 
how long the URL is unavailable after 
the photo’s deletion. (We should note 
here that the purpose of presenting 
our investigation result is to inspire 
the social network service provid-
ers and their clients to be aware of 
the deletion-delay problem, rather 
than trying to deliver a precise scien-
tific calculation.) As Table 1 shows, 
MySpace and Tumblr suffer from the 
longest deletion-delay period (note 
that the URL’s availability lasts for at 

Table 1. Deletion-delay comparison 
among different online social 

network platforms.*

Platforms

No. of days until  
the deleted photo  
is unavailable

Facebook 7

Twitter Immediately

Instagram 3

MySpace More than 30

Tumblr More than 30

Flickr 14
* The photos’ URLs aren’t shown here, but are 

available upon request.
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least a month), while Twitter enjoys 
the shortest delay (in fact, the URL 
is unavailable right after the photo is 
deleted).

Deletion Delay on Photo Sharing: 
Cross Platforms
We experienced a similar deletion-
delay problem when a photo posted 
in one platform is shared to others. To 
proceed in our investigation, we first 
need to register six different platform 
accounts, including Facebook, Twit-
ter, MySpace, Instagram, Tumblr, and 
Flickr, and next link these accounts 
together based on their linkage policies.

Photo-sharing mechanism in a cross- 
platform setting. Most social network 
platforms enable users to share posted 
photos from the current platform to 
others. For example, an Instagram 
user named Alice can share the photo 
posted in Instagram to her Facebook 
timeline. Various platforms employ 
different mechanisms on cross-plat-
form photo sharing. For instance, if 
a photo (which is originally posted in 
MySpace, Twitter, or Flickr) is shared 
to Facebook, a sharing/access link (of 
the photo) along with a small-sized 
original photo will be posted on Face-
book’s timeline; while when a photo 

(initially posted on Instagram or Tum-
blr) is shared to Facebook, a copy of 
the original photo (a small-sized copy 
of the original) will be directly shown 
in the timeline. The photo-sharing 
mechanism (in the cross-platforms 
setting) of Twitter is somehow simi-
lar to that of Facebook. In Tumblr, a 
copy of the original photo is directly 
posted after its sharing, as well. When 
clicking the copy, we’re redirected to 
the platform (which stores the original 
photo) to access the photo. This, nev-
ertheless, is undesirable, because even 
when the original photo is deleted, the 
photo’s copy is still there (in Tumblr’s 
timeline).

Methodology. In this experiment, we 
post a photo in a platform (that is, the 
initial platform), and further share 
it to other platforms (the destina-
tion platforms), and finally delete the 
original photo from the initial plat-
form. From this, we verify whether 
any information of the original photo 
is leaked in the destination platforms 
after it’s deleted.

Sharing photos from MySpace to 
Facebook. We post a photo in MySpace, 
and next share it to Facebook. In Fig-
ure 1ai, we see that a piece of news 

appears on the Facebook timeline after 
we share the photo. We then delete 
the original photo posted in MySpace. 
However, the link shown in Facebook 
still lets us access the photo (see Figure 
1aii), and meanwhile, the small-sized 
photo tagged with the link is visible.

Sharing photos from Twitter or Flickr to 
Facebook. After we remove the original 
photo (posted in Twitter), the sharing 
link shown in Facebook is unavail-
able immediately, but we can still see 
the small-sized photo (see Figure 1b). 
The same phenomenon exists in photo 
sharing from Flickr to Facebook.

Sharing photos from Instagram or 
Tumblr to Facebook. Instagram/
Tumblr directly shares a copy of the 
original photo to Facebook (see Fig-
ure 1c). Even when we delete the orig-
inal photo from Instagram/Tumblr, 
its copy still shows on the Facebook 
timeline.

Sharing photos from MySpace, 
Flickr, or Tumblr to Twitter. When 
we share a photo posted in MySpace, 
Flickr, or Tumblr to Twitter, a  sharing/
access link of the photo shows on the 
Twitter timeline. If we remove the orig-
inal photo posted in Flickr or  Tumblr, 

Table 2. Comparison of photo sharing in a cross-platform setting.*

Initial platforms
Destination 
platforms Shared link

Along with 
resized photo

Direct copy  
of photo

Links disable  
after deletion

Copy/resized photo 
seen after deletion

Twitter Facebook √ √ × √ √

MySpace Facebook √ √ × × √

Twitter √ × × × ⊥

Tumblr Facebook × × √ ⊥ √

Twitter √ × × √ ⊥

Instagram Facebook × × √ ⊥ √

Twitter √ × × √ ⊥

Tumblr × × √ ⊥ √

Flickr Facebook √ √ × √ √

Twitter √ × × √ ⊥

Tumblr × × √ ⊥ √

*√ = yes; × = no; ⊥ = not applicable.
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the shared link shown on Twitter’s 
timeline is immediately unavailable. 
Nonetheless, the case of sharing photos 
from MySpace to Twitter is an excep-
tion, whereby the link is still available. 
Note that a resized photo won’t show 
along with the access link on the Twit-
ter timeline unless we share a photo-
stream from Flickr to Twitter.

Sharing photos from Instagram 
to Twitter. Sharing a photo posted 
on Instagram to Twitter is privacy- 
preserving. After we share the 
photo, a sharing/access link shows 
only on the Twitter timeline. If 
we delete the original photo from 
Instagram, the link is unavailable 
immediately.

Sharing photos from Instagram/
Fl ickr to Tumblr. If we share a 
photo posted on Instagram or Flickr 
to  Tumblr, a copy of the photo shows 
on  Tumblr’s timeline, where the copy 
has a sharing/access link as well. If 
we delete the original photo, we can 
still see the copy of the photo but its 
redirection functionality is disabled.

Figure 1. Photo sharing from (a) MySpace, (b) Twitter, and (c) Instagram/Tumblr to Facebook. In many cases, after 
deleting the photo from the initial platform, vestiges of the photo and/or its data still exist in the destination platform.
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Comparing cross-platform photo 
sharing. We summarize the investi-
gation’s results in Table 2. As you 
can see, Twitter yielded adequate 
privacy-preserving photo sharing in 
a cross-platform setting. It doesn’t 
show a resized photo or a copy of a 
photo in its timeline, and moreover, 
its sharing/access link is disabled 
immediately after we remove the 
original photo from the initial plat-
form. But for Facebook and Tumblr, 
they reserve either a resized photo or 
a copy of a photo in their timelines, 
regardless of whether you deleted 
the original photo. In addition, Table 
2 indicates the photo-sharing poli-
cies of the social network platforms: 
we can share photos from other 
platforms to Facebook and Twit-
ter, while MySpace, Instagram, and 
Flickr have stricter photo-sharing 
regulations.

Some Possible 
Countermeasures
As far as we know, there’s no direct 
and efficient approach to tackle the 
deletion-delay problem. Therefore, we 
only introduce some possible coun-
termeasures for the problem, and 
hope these solutions might inspire 
future research.

One possible solution5 is for 
social network service providers to 
shorten the photo-deletion time from 
the CDN. However, this approach’s 
efficiency relies on the data storage 
structure and data locating/search-
ing mechanism that a social network 
platform employs. Nowadays, a plat-
form’s storage back end is able to 
store at least hundreds of thousands 
of users’ data, so that it might not 
be very efficient to locate and then 
delete a photo from a great amount 
of data within a short time interval. 
Therefore, we might choose to con-
sider other methods.

Another possible solution is to 
combine an encryption mechanism 
with the help of a trusted (third) 
party. A social network user might 

choose to encrypt photos before 
posting in a platform by employing 
some encryption mechanisms, such as 
attribute-based encryption.11–13 Here, 
the photos are stored in an encrypted 
format, and the URLs now are only 
associated with the encrypted photos. 
The user may then upload the pho-
tos’ decryption keys to a trusted party 
(either the platform server or a trusted 
third party), so that the party can 
locate the encrypted photos, and next 
display the photos by using the keys 
for those users granted access rights.

Finally, social network service 
providers could take some privacy-
preserving solutions for users’ infor-
mation/profiles into account. For 
example, we might extend the exist-
ing access/privacy control or privacy-
enhanced technology, as detailed in 
other works,14–16 to solve the deletion 
delay of photo sharing.

I n investigating the issue of social 
networks’ deletion delay in sin-

gle- and cross-platform photo shar-
ing, our goal is to bring awareness 
of the privacy risks involved. Hope-
fully the countermeasures that we 
proposed act as helpful solutions. 
We also brought this issue to light in 
the hopes that social network service 
providers (and their users) will be 
more conscious of this issue, thereby 
fostering more research and devel-
opments that protect social network 
users’ privacy. 
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