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SOSEMANUK

SOSEMANUK (from Wiki)

A software-oriented stream cipher designed by Come Berbain,
Olivier Billet, Anne Canteaut, Nicolas Courtois, Henri Gilbert,
Louis Goubin, Aline Gouget, Louis Granboulare@ic
Lauradoux, Marine Minier, Thomas Pornin and Heibert.

One of the final four Profile 1 (software) ciphers selected for the
eSTREAM Portfolio, along with HC-128, Rabbit, and
Salsa20/12.

Influenced by the stream cipher SNOW and the block cipher
Serpent.

The cipher key length can vary between 128 and 256 bits, but the
guaranteed security is only 128 bits.

The name means "snow snake” in the Cree Indian language
because it depends both on SNOW and Serpent.
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SOSEMANUK Attack Approximations SOBER-128

Overview
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SOSEMANUK

Structure

. The states of LFSRs, .. ., Sy (320 bits)

S+10=Spe Do 'szdas, t>1

whereq is a root of the primitive polynomial.

. The Finite State Machine (FSMR; andR,

Rli11 = R2 B (1S9 ® S42)
RZH_]_ = TranS(th)
ft = (sS40 HRL) @ R

wherer; denotes the least significant bitit;.

. The trans functiorans onFs :

Trans(R1;) = (R1; x 0x54655307 mod¥%) -

. The output of the FSM :

(z+3, Zt+2, Z11, ) = Serpentl(feis, fiiz, frra, f) D (S8, Sz, 1, &)
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SOSEMANUK

Previous Attacks

e Authors state that "No linear relation holds after applying
Serpentl and there are too many unknown bits...”.

¢ |n Asiacrypt'08, the best linear approximation with the
correlation of 22141 was derived as

FSM: T -l -fi1 @7 -S410BT7 - S42=0
Serpentl: [-fi@dl-faol-(s0z)0l (5430 243)=0

¢ Using this approximation, a correlation attack was applied,
which is the similar attack applied to Grain stream cipher.

« The complexity of attack was estimated arountf2 data, 24°
computing time and 2’ memory.
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SOSEMANUK

Motivation of Our Work

e We may obtain better approximations if we use different masks
for FSM and Serpentl.

e We may reduce the data complexity of the attack by using
multiple linear approximations with equal correlations.
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Attack

LFSR and Linear Approximations

. The linear recurrence of SOSEMANUK is expressed as

g 0 1 0 0 %
| [0 o0 1. o0 5
1~ 1l o o o ... 1
S bo by by --- b So

Sinces.;10 = S0 ® o 153 @ as, we get
(boby --- bg) = (¢ 00a™10 ---1) wheres, b, o € GF(2%2).

. We can simply denot&_,; = AS. Then,§ = A'S,.
. Allinear approximationd - § & W - Z; = 0 is expressed as

U-ASeW-Z=0,t>0.

Note thatU = (Up Uy --- Ug)andU -S =up-S® - P Ug- S+9
whereu; € GF(2%2). Similar forW - Z;.
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Attack

Naive Attack

1. AssumelU - § @ W - Z; = 0 has the correlation afye.
2. ObserveN keystreams. Then, we obtain

U- A W-Z; 0
U A% W-Z, 0

. @ . - .
U-ANg W - Zy 0

whereS = (081 - S)'.
3. Guessyy. For each candidate, compudewhich is defined as

1

D=

#{U - ASHOW-Z =0} — #{U- AW Z = 1})

If guessedy is correct,D is close tocgs. OtherwiseD is close
to zero.



Attack

Fast Walsh Transform and Complexity

. AssumeS = (xg X --- X)) andU - A' = (ay ax --- a) where
Xi,a € {0,1}. Then,

a1 a;p - Q X1 W- 2, 0
A ap - Ay X2 W- 2, 0

- |® : - :
ani anz - anl X W - Zy 0

. Since there are' Zzandidates fo&, the complexity is around
N x 2,

. If Fast Walsh Transform is used, the complexity is reduced to
aroundN + 2'log2 =N+ 1 x 2.

. This is worse than state exhaustive search.
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SOSEMANUK Attack Approximations SOBER-128

Simple Example on Fast Walsh Transform

X1 X2 X3 X1 DX

(00 o 0 O 0

: 1Y 1) 1 0 0 1
10 1 X1 (0 o 1 o 1
11 1 X |= (0 1 1 0 0
10 1 X3 (1) o 0 1 0
00 1 2 1 0 1 1
(1) o 1 1 1

1 1 1 1 0
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Attack

Reducing Time Complexity

LetQm={(xa %2 ... X)|% € {0,1}, X1 =-- =X = 0} for
1 < m<|. Clearly,|Qn| = 2™

. AmongN approximations, takll - A'Sy @ W - Z; = 0 such that
U-A'S € Qn.

U-A"S W-Z, 0
U-A2S wW-Z, 0

: @ : - :
U-ATNS w-z, 0

. The probability that such approximation occurs®y2. Hence,
we obtain around\’ ~ N x 2™/2' 'good’ approximations.

. By Fast Walsh Transform, time complexity is reduced to
N’ +mx 2™
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Attack

Second LFSR Derivative Technique

. Used for the attack on Grain Version 0 by Berbain et al.

2. Obtain more "good” approximations without further the

keystream observations.
. Perform pairwize combinations &f approximations as

U-AaU-AsgeW-ZeW-Z)=0, 1<ij<N

. Choose combined approximations such as
(U -AS @ U -AS) € Qn. with the correlation o2 .

. The number of approximations that satisfy this condition is
expected to b&l’ = 2™ () ~ 2m! x N2,
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Attack

Sorting and Combining

. A simple pairing requiresg';‘) ~ N2 operations.

2. The number of operations can be reduced by applying

sorting-and-combining technique.

. First,N approximations are sorted out according to the value of
(I — m) state bits.

. Let the sorted approximations be representefyo, . .., Xn.
Then, two consecutive approximatiosandX;; are checked
whether theif(l — m) state bits are same.

. If they are same, we know; & Xi11 € Qm.
. The fastest sorting algorithm tak€¢N log N).
. Time complexity :T = N x log(N) + m x 2™
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Approximations

Linear Approximations of FSM

1. Using five maskgly, 2, '3,4,15), we get
2-R21 = & -RL
ARy = T1-RA®T4-(Si2®riSteo)
M-ft = MN-s1900® - RLidTl1-R%
M-firr = 5 -S410O A Rlp1 &2 R
2. By combining above approximations

M@l fiy1=T3-S9P 5 -S110® 4 (S42 P riSt49)
3. The correlation i€£rgy = Crranpius X Criuspius Where
%21
CransPlus = Z C+ (3, ®; T1)Crrans(P; 2)
o=1
1 2821
CriusPlus = 5 /\Z:l C+(l1,Ta; N)ey(Ts,A; T2)
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SOSEMANUK Attack Approximations SOBER-128

Linear Masking of FSM

R1 S+9 RO
t r t
¢m N
() M M
M4
f er
Trans t EH'* St+2 D I'tSi49
F
Rl 10 R211
A 18 , o I
L1 $
a
Trans f 12 E}— Si+3 D M+1S+10
+
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Approximations

Observations on Trans Function

. RecallTrans(R1) = (RL x 0x54655307 mod %) .

2. Multiplication : 14 consecutive modular additions

(Ham(0x54655307) = 14)

(R1 x 0x54655307 mod¥)
—RIB(RL< 1)B(Rl< 2)B(RL<« 8)H---H (Rl < 30)

. Due to the rotatior 7, Linear masks must have ones in the bit
positions of{i + 25}, i = 0,1,..., or 6. In particular] > must
have one in the bit positions of

{i+25---,i},i=0,1,..., or6.

. Providedx By = z, let a linear approximation be

Y, -Xx@ Vs - @y = W3-z Then, the positions of most significant
effective bit of U1, W5, W3 are same.
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SOSEMANUK Attack Approximations

Linear Approximations of Serpentl

(ZH-37 Zt+27 Zt+17 Zt) - $rpentl(ft-‘y—37 ft+27 ft+17 ft)@(st+37 SH-27 SH—17 St)
3

=T kel hu=Q¢ (sriozn).

31 2524 =0 14
Ft+3 [T
142
fi1

o

S$+3 D %43 '
S4+2D Zy2
S+1 P Z+1
SDz

- o ]
o -]

Figure:'; = 0x02004001I, = 0x03004001

SOBER-128
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Approximations

Correlation of Serpentl

1. One of the best approximations@s = 0x00004001¢1 =
0x03000000Q¢, = 0x03000000¢3 = 0x03004001

2. The correlation is
cs(3; 14) x cs(2;14) x ¢5(3;9) x ¢5(3;9) =274

wherecs(~i; Aj) denote a correlation of a single S-box induced
by the input mask; and the output mask;.
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Approximations
Multiple Approximations

1. Sincecs(3;9) = c5(3;14) = 21 and
cs(2; 7) = cs(2; 14) = 271, we obtain 2 approximations.
2. Since we have
3
M -fia®l-fiyo = GBC./ - (St+i D@ Z1i)
i:O

M-fy2ole-fus = @C (St+i @ zi4i)

we get 2 + 28 + 2% = 288 approximations. Note that

cs(6,i) = cs(12,j) = 271 fori = 3,5,11, 13 andj = 12,13.
3. In addition, the approximation with = 1 is

3
(F3®Ta) S0 @ M5 S4109 Ta- Sz = P G - (841 © zni)-
i=0

4. Hence, we can obtain 2882 = 576 approximations with the

same correlations for each approximation of FSM. 20/35



SOSEMANUK Attack Approximations SOBER-128

Combining Approximations of FSM and Serpentl
1. Approximations of FSM :

M- i@l fr1=T3 S9® 5 S110D M4 (St2 D liSt49)
Approximations of Serpentl :

3

M-frdl fi = @Ci (St+i D Zti)-
i=0

By combining two approximations,

3
M3 So® 5 5100 TSz =EP G- (511 @ z4).
i=0
with the correlation oizrl’r2 CFsM X Cserpentl-
2. The strongest correlations is2-8.
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SOSEMANUK Attack

Approximations

Searching Linear Masks

source |Crsw| | [Cserpenta| | [Csose| | M

Lee etal’s attack| 2~ 1741 [ 24 | 272141 | 28
this paper 2-141 24 2—214T | 5112
2-22 | 516

SOBER-128

Table: Cypse = Crav X Cserpents @NdM is the number of approximations
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Approximations

Correlation Attack using Multiple Approximations

1. Assume we hav® approximations :
U AW -z =0i=1...,M.
2. By N keystreams, we g&l x M approximations :

U1-A150 U2'A150 UM-AMSO
U - A2S Uy A%2Y -+ Uy -AMS,
U - ANy Uy -ANS -0 Uy - AMg,

3. TakeU; - Al & W - Z; = 0 such thatJ; - A'Sy € Q. Then,

Up - AnS U, - A2, oo Uy - AMS
Uy - AMHLS, Uy - AMe2S) .. Uy - AM2S,

U - AV-M11S U - AN-M2 S ... Uy -AVG
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SOSEMANUK Attack Approximations SOBER-128

Complexity

1. Data complexity :

N’ = (N x M)% x 2"/2 = c2,
I—m

=N=22 /(M X Cog?)

2. Time complexity :NlogN + m x 2™,
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Approximations

Attack Complexity

Setm = 124.

Sincel = 320,M = 2% andcZ,,, = 2744, the data complexity is
computed adl = 27" /(M x ) ~ 2125,

The time complexity is computed as

T=mx2"+N x logN ~ 2133

The memory complexity is arourdx N 4 2MlogN = 2134,

Repeat our attack to another senobits and recoverid = 244
bits of the initial states. The rest of the state bits
(320— 244 = 76 bits) are recovered by exhaustive search.
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SOBER-128

Correlation Attacks against SOBER-128
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SOBER-128

History of SOBER family

1. 1998 SOBER
2. 2000 SOBER-t32/-t16 : NESSIE candidates

= Algebraic attacks on SOBER-t32/-t16 without stuttering

. 2003 SOBER-128

= Distinguishing attacks on SOBER-128 with linear masking
. 2005 NLS (Non-Linear SOBER) : eSTREAM candidate

= Crossword Puzzle Attack on NLS

. 2006 NLSv2 : tweak version

= Crossword Puzzle Attack on NLSv2

. 2007 Shannon
= Distinguishing Attack on Shannon
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SOBER-128

Brief Description of SOBER-128

e Key size : 128 hits

e |t consists of a 17-word (544-bit) LFSR and a nonlinear filter
(NLF).

e The connection polynomial of LFSR :
Str17 = S+15D S4B 7S, v = 0x00000100
e Output filter is described as
z = F((((f (st B Sty26) >> 8) B st41) © K) B si16) H S35,

e The functionf is defined a$(a) = S-boxay) @ a, where the
S-box takes 8-bit inputs and generates 32-bit outputsagrid
the most significant 8 bits of 32-bit word
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SOSEMANUK Attack Approximations SOBER-128

Non-Linear Filter (NLF) of SOBER-128

S16

w(H) : most sig. byte ofv

’ . i ’
WiH most sig. byte ofv
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SOSEMANUK

Attack

Linear Approximations of SOBER-128

Approximations

source | |Csober| | # Of approx.(M)
Previous || 2788 8
this paper|| 2788 16
2789 24
2790 56

SOBER-128
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SOSEMANUK Attack Approximations SOBER-128

Verifying Correlations
279 =0.001953

Empirical Test of Correlations of SOBER-128
T T T T

0.008 - *
0.006 - |

0.004 |

correlation
°
T
i

-0.004 - |

-0.006 [~ |

-0.008 - |

—0.01 L L L L I I I
2720 2"21 2722 2723 2724 2725 2726 2727 2728

number of texts
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SOSEMANUK Attack Approximations SOBER-128

Complexity of State Recovery Attack

Setl = 32x 17 =544,c2,, = 2718 m= 180 andVl = 96.
Data complexity N = 22" /(M x 2, ) ~ 21%

Time complexity :T = mx 2™+ N x logN ~ 22016
Memory complexity 1 x N + 2M™logN = 2203
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SOSEMANUK Attack Approximations SOBER-128

Improved Distinguishing Attack using Multiple
Approximations

e The LFSR of SOBER-128 has the following relation:

SH-Tl S SH-Tz S SH-T3 S?) SH-T4 ® SH—T5 @ SH—TG =0

m=0m=111m=1313=4-22% 4,5 =15-22% 4, 75 =17-2%>— 4
e Assume thatwe havg; - SOW,-Z2=0,i=1,...,96.
o Then,Z{gT1 U -SOW - Z = (ngvxli - Zy = O with
correlation ofcg,, .
e Data complexity for distinghisher :

9% 12 106 _ 599.4
i=1 Coober j ¥ 96 x 272 =2
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SOBER-128

Concluding Remarks

Combination of two encryption blocks induce multiple linear
approximations.

The Rotation plays an important role to remove the linearity of
modular addition.

Our analysis shows that SOSEMANUK and SOBER-128 have
multiple linear approximations with strong correlations, by

which the complexity of the attack can be reduced.

Note that SNOW 2.0 has a single strong linear approximation.

In a similar way, we may analyze other software-oriented stream
ciphers such as HC-128, Rabbit or Salsa.
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Thank You
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