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Q1. Suppose that = 355044523 is the modulus abd= 311711321
is the public exponent in theSA Cryptosystem. Using Wiener's
Algorithm, attempt to facton. If you succeed, determine also the
secret exponerg ando(n).



Al. Setn = 355044523 anth = 311711321. We run the Euclidean
algorithm as

311711321= 0- 355044523+ 311711321

355044523=1- 311711324 43333202

311711321= 7 - 433332024 8378907
43333202= 5 - 8378907+ 1438667 - -

Then we build the following table:

G =0G-1+G-2 0 =0qd-1+d_2

] I g G G n = (djb — 1)/Cj
0 311711321 O 1 O —

1 355044523 0 0 1 —

2 311711321 1 1 1 311711320
3 43333202 7 7 8 356241509.57
4 5 36 41 355004560

8378907



Al. We are looking for integer solutions to

¥ —(n—n+1)x+n=0

e | = 2 yields no integer solutions.
e j = 3 has a non-integer.
o Atj = 4 we getx’ — 39964 + 355044523= 0 and we have the

solutionsx = 19982+ 6651, namelyp = 26633 andy = 13331.
Also, we geta = ds = 41 andg(n) = n’ = 355004560.



Q2. Bob is using th&abin Cryptosystem. Bob’s modulus is
40741= 131- 311. Alice knows Bob’s modulus but not its factors.
Alice wants to remind Bob of a date in May and sends it to Bob
encrypted. The ciphertext is 24270.

1. Show how Bob decrypts the ciphertext. One of the possible
plaintexts is a date, which Bob accepts and discards the other
decryptions.

2. Alice happens to see one of the decryptions discarded by Bob. It
is 5959. Show how Alice can now factor Bob’s modulus.



A2-a).
e To decrypt, Bob must calculate the four square roots of the
ciphertextc modulon.

o Applying the extended Euclidean algorithm(fm q) Bob finds
l1=up+vg=19-131- 8- 311 from where
131" mod 311= 19 and
311! mod 131= —8 mod 131= 123.

e Recall Euler’s criterion that saysyfis a quadratic residue
modulop, thenyP~1)/2 = 1 (modp). Asp=q= 3 (mod 4),
the square roots modufpandq are+y(Pt1/4 and+y(a+1)/4,
Hence, we calculate

m, = /¢ modp = cP*V/4 modp = 2427G° mod 131= 64
my = v/¢ modq = c®/4 modq=24270% mod 311= 50.



Using CRT we get the four square roots modulas

r=19-131-50—8-311- 64 mod 40741 5959
—r=n-r = 34782

s=19-131-50+ 8-311-64 mod 40741 39236
—s=n-s= 1505

and knowing the ciphertext is a date, we recover 1505 so the date is
May 15.

A2-b). Seeing Bob discard 5959, Alice now knows all square roots of
¢ modulon and can easily factar by computing
gcd1505+ 5959 n) = 311 andh = 311- 131 (Lecture 9, Slide 8).



Q3. Bob and Bart are using the Rabin Cryptosystem. Bob’s modulus
is 2183 and Bart’s modulus is 2279. Alice wants to send an integer
0 < x < 2183, encrypted to both of them. She sends ciphertext 1479
to Bob and the ciphertext 418 to Bart. Carol sees the ciphertexts and
she knows Bob’s and Bart's moduli. Show how Carol can compute
without factoring of moduli. Hint: Use Chinese Remainder Theorem.



A3. From the problem description, the following congruences satisfy:

X% = 1479 mod 2183
X2 = 418 mod 2279

¢ Using the Extended Euclidean algorithm, we get
21831 = 546 mod 2279 and 2279 = 1660 mod 2183.

e Using CRT, we get
X2 = 147922791660+4182183546 = 4016016 mod 2182279

e Sincex < 2183, we know® < 2183- 2279 and it follows
X = v/4016016= 2004. Carol has now computedvithout
factoring modulii.



Q4.

Itis given that
122904 = 4815(mod 50103,

where 50101 is a prime. Show that the element 4815 is of order
25 in the multiplicative groug s, ;.



A4.
e By Fermats little theoren®~1 = 1 (mod p).
o Given the equation 2% = 4815 (mod 5010} it follows

(12200425 = 4818° = 12°9100= 1 (mod 5010).

We see 4815 has multiplicative order dividing 25, so
ord(4815 € {1,5, 25}.

e Obviously, the ord815 cannot be 1 since
4815 +# 1 mod 50101. Also, it cannot be 5 since
4815 = 46880+ 1 mod 50101. It follows that the order of
4815 is 25.



Q5.
Considerp = 1231, which is a prime. Find an element of order
g = 41 in the multiplicative grougj,s;.



A5. Let us choose any elemente Zj; such thain(P~1/41 £ 1
(modp). Let 8 = aP~Y/41 £ 1 (mod p). Then, ord3) > 1 and

4 = aP~1 =1 (modp). Hence, ord3) | 41 and since 41 is a prime
we must have or@s) = 41. For example, ifv = 3, then

B = 3(P-1)/41 = 1000+ 1 (mod p) has order 41.



Q6.
A prime pis said to be a&afe primeif (p — 1)/2 is a prime.
a) Letp be a safe prime, that ip,= 2q + 1 whereqg is a prime.
Prove that an element ify, has multiplicative ordeq if and only
if it is a quadratic residue and not equal to 1 npod
b) The integer 08012003 is a safe prime, since 4006001 is a prime.
Find some element of multiplicative order 40060012003



AG6.

(=) Assume thatv € Z, has multiplicative ordeg. Then

wd = 1 modp. Sinceq = (p — 1)/2 it follows from Euler’s criterion
thatw is a quadratic residue moduto

(<) Assume thaw # 1 is a quadratic residue modyto Then using
Euler’s criterion, we have/(P~1/2 = wA = 1 modp. It follows that
the order ofw dividesq. Sinceqis prime, the order ofv must beg
(Note thatw is not 1).



AB.
By a), we find some quadratic residuedpo12003 FOr example, using
Yacobi symbol, we get

2
(M3> = —1= ord(2)7# 4006001
L = - E = 1= ord(3)= 4006001
8012003/ 3/ =

4 2
<8012003> - <M3> = 1= ord(4)= 4006001



